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A hands-on guide to Android forensics, from setting up the forensic workstation to analyzing key
forensic artifacts

About This Book

A professional, step-by-step approach to forensic analysis complete with key strategies and techniques●

Analyze the most popular Android applications using free and open source tools●

Learn forensically-sound core data extraction and recovery techniques●

Who This Book Is For

If you are a forensic analyst or an information security professional wanting to develop your knowledge of
Android forensics, then this is the book for you. Some basic knowledge of the Android mobile platform is
expected.

What You Will Learn

Understand the Android system architecture and its significance for Android forensics●

Build a forensically sound workstation●

Utilize ADB to acquire data●

Bypass Android security such as PINs and passwords●

Perform both logical and full physical extractions to retrieve data●

Reverse-engineer applications  ●

Analyze data from many popular applications including Gmail, WhatsApp, and Snapchat●

Discover free and open source tools to aid in data acquisition and analysis●

In Detail

Many forensic examiners rely on commercial, push-button tools to retrieve and analyze data, even though
there is no tool that does either of these jobs perfectly. This book will introduce you to the Android platform
and its architecture, and provides a high-level overview of what Android  forensics entails. You will see how
data is stored on Android devices and how to set up a digital forensic examination environment. Next, you
will go through the various physical and logical techniques to extract data from devices to obtain forensic
evidence. You will also learn how to reverse-engineer applications and forensically analyze the data with the
help of various open source and commercial tools.

By the end of this book, you will have a complete understanding of the Android forensic process.
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From reader reviews:

Mary Tobin:

Book is written, printed, or illustrated for everything. You can realize everything you want by a publication.
Book has a different type. As we know that book is important matter to bring us around the world. Next to
that you can your reading skill was fluently. A publication Learning Android Forensics will make you to
become smarter. You can feel a lot more confidence if you can know about everything. But some of you
think in which open or reading a book make you bored. It is not necessarily make you fun. Why they may be
thought like that? Have you seeking best book or appropriate book with you?

Daniel Love:

Reading a book can be one of a lot of pastime that everyone in the world really likes. Do you like reading
book and so. There are a lot of reasons why people fantastic. First reading a reserve will give you a lot of
new details. When you read a guide you will get new information due to the fact book is one of numerous
ways to share the information or maybe their idea. Second, studying a book will make you actually more
imaginative. When you reading through a book especially fiction book the author will bring one to imagine
the story how the character types do it anything. Third, you can share your knowledge to others. When you
read this Learning Android Forensics, it is possible to tells your family, friends as well as soon about yours
book. Your knowledge can inspire average, make them reading a e-book.

Anthony Davidson:

You can spend your free time to study this book this guide. This Learning Android Forensics is simple
bringing you can read it in the playground, in the beach, train along with soon. If you did not get much space
to bring the particular printed book, you can buy the e-book. It is make you simpler to read it. You can save
typically the book in your smart phone. Thus there are a lot of benefits that you will get when you buy this
book.

Susan Douglas:

Publication is one of source of understanding. We can add our knowledge from it. Not only for students but
native or citizen will need book to know the up-date information of year to be able to year. As we know
those books have many advantages. Beside most of us add our knowledge, could also bring us to around the
world. With the book Learning Android Forensics we can take more advantage. Don't you to definitely be
creative people? Being creative person must choose to read a book. Just simply choose the best book that
suitable with your aim. Don't be doubt to change your life with that book Learning Android Forensics. You
can more attractive than now.
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