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This Springer Brief examines the tools based on attack graphs that help reveal network hardening threats.
Existing tools detail all possible attack paths leading to critical network resources. Though no current tool
provides a direct solution to remove the threats, they are a more efficient means of network defense than
relying solely on the experience and skills of a human analyst. Key background information on attack graphs
and network hardening helps readers understand the complexities of these tools and techniques. A common
network hardening technique generates hardening solutions comprised of initially satisfied conditions,
thereby making the solution more enforceable. Following a discussion of the complexity issues in this
technique, the authors provide an improved technique that considers the dependencies between hardening
options and employs a near-optimal approximation algorithm to scale linearly with the size of the inputs.
Also included are automated solutions for hardening a network against sophisticated multi-step intrusions.
Network Hardening: An Automated Approach to Improving Network Security is a valuable resource for
researchers and professionals working in network security. It is also a useful tool for advanced-level students
focused on security in computer science and electrical engineering.
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From reader reviews:

Kirsten Muncy:

Have you spare time to get a day? What do you do when you have far more or little spare time? Yes, you can
choose the suitable activity with regard to spend your time. Any person spent their spare time to take a move,
shopping, or went to typically the Mall. How about open as well as read a book entitled Network Hardening:
An Automated Approach to Improving Network Security (SpringerBriefs in Computer Science)? Maybe it is
to become best activity for you. You know beside you can spend your time with the favorite's book, you can
better than before. Do you agree with it has the opinion or you have additional opinion?

Arlen Bullock:

Hey guys, do you wishes to finds a new book to see? May be the book with the title Network Hardening: An
Automated Approach to Improving Network Security (SpringerBriefs in Computer Science) suitable to you?
Often the book was written by famous writer in this era. The particular book untitled Network Hardening:
An Automated Approach to Improving Network Security (SpringerBriefs in Computer Science)is one of
several books that everyone read now. This kind of book was inspired lots of people in the world. When you
read this reserve you will enter the new dimensions that you ever know prior to. The author explained their
thought in the simple way, therefore all of people can easily to comprehend the core of this guide. This book
will give you a great deal of information about this world now. To help you to see the represented of the
world within this book.

Eva Velasco:

Do you like reading a reserve? Confuse to looking for your preferred book? Or your book was rare? Why so
many problem for the book? But just about any people feel that they enjoy for reading. Some people likes
reading, not only science book and also novel and Network Hardening: An Automated Approach to
Improving Network Security (SpringerBriefs in Computer Science) or even others sources were given know-
how for you. After you know how the truly amazing a book, you feel want to read more and more. Science
book was created for teacher or students especially. Those publications are helping them to put their
knowledge. In some other case, beside science publication, any other book likes Network Hardening: An
Automated Approach to Improving Network Security (SpringerBriefs in Computer Science) to make your
spare time a lot more colorful. Many types of book like this.

Daniel Grinder:

As a student exactly feel bored to be able to reading. If their teacher requested them to go to the library or
make summary for some book, they are complained. Just minor students that has reading's internal or real
their hobby. They just do what the trainer want, like asked to the library. They go to presently there but
nothing reading critically. Any students feel that looking at is not important, boring as well as can't see



colorful pictures on there. Yeah, it is to become complicated. Book is very important in your case. As we
know that on this time, many ways to get whatever we would like. Likewise word says, many ways to reach
Chinese's country. Therefore , this Network Hardening: An Automated Approach to Improving Network
Security (SpringerBriefs in Computer Science) can make you sense more interested to read.
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